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DES 




I. .. DVD MEDIUM 
12...MEDIUM KEY BLOCK 

II. ..MEDIUM ID 
14...ENCRYPTI0N TITLE KEY 
13...ENCRYPTI0N CONTENT 
4a...DRlVE-HOST INTERFACE 
4...DVD DRIVE 

A...BUS KEY 



46...DEV1CE KEY 
47...DES ENCRYPTER 

5...HOST 

53...COMPARISON 

55.,.CALC MEDIUM UNIQUE KEY 

57...DES DECRYPTER 

B...MEDIUM UNIQUE KEY 

54...ENCRYPTION/DECRYPTION MODULE 



(57) Abstract: A device key (46) is mounted on a drive (4) side. In order to securely send the device key (46) to a host (5), the 
device key (46) is encrypted by a bus key. At the host (5) side, the device key is decrypted by the bus key. A medium unique key 
calculation block (55) calculates the medium unique key from an MKB (12), a medium ID, and a decrypted device key (46). In the 
calculation block (55), when the calculated medium key becomes 



WO 21IP/053699 A2 lliliilllilliillll 




TR), OAPI t#i4^ (BF, BJ, CF, CG, CI, CM, GA, GN, GQ, 2 X^^— K&r/ft&(7)BSi§ICOL^T I*. ^MSSfT$*t^ 
GW, ML, MR. NE. SN, TD, TG). #PCT^-tf-/ hCD^HlCjgKStLTl^* T^— KtBgffi 



a predetermined value, the drive (4) is revoked and the processing is terminated. The medium unique key is supplied to an encryp- 
tion/decryption module (54) and a content key is obtained from an encryption title key (14) and a CCI (15). By using the content 
key, the encrypted content is decrypted and the content to be recorded is encrypted. 
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7a^lfl^$tiyJ:DVD (Digital Versatile Disc) ^©IH^^R-f^-et* 

15 ^^^^(^{^S^Igl'S i t -rag 7^^:^X1^-1.0 

DVD-Video -eti> 3 b°-7°oxi^i/3 LTC S S (Con 

tent Scrambling System) $ tlTl^ CSSti. D V D 

T{i:^-r'?>?lffl(^)^36^*iSoI$tiTi> «9 . DVD-R. DVD-RW 
. DVD + R. DVD + RW^©ia^MD VD-e©C S Sc^$'Jffl;6^*C 
20 S S|5J^{C J: ^T^Iil$nT^,^^o L/i^^-^T. DVD-Video (7) 
#^IB^MD VD-\(^* ^izT-hzi f — (tf>y h/-^'^ b'«y h 13 b' — ) {i 

L*^L>^j:*^^. C S SC)Bf-^^^36^5g^e>n'S*M*^^iiL7t„ CS 
S®Ht-^{b^)I^I^L-r DVD-Video <Df^#^m^^^:>'^- KT'-f X ^ 
25 (cri tr-'T'l) TDeCSSj V 7 h '^7 ^ T/6^M > iJ' 

'y h±-e@H^$n/£o TD e C S S J *^tb3^ L/t^mt:: li. 
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wo 2004/053699 Jjj^ ^K/JP2003/01S52S 



5 CSSomi-. D VD-Audio ^<^)D VD-ROM(^)^f^*i^M^^ 
^-^$) 'I) C P P M (Content Protection for Pre-Recorded Media) > 

(Content Protection for Recordable Media) >6^ii^$nTl>'S)o ^ 

mmmx;^^mc Bntity.uc ibw^-t ^TBomnizmm^ nx\,^ 

^C^X 2001.8. 13, p. 143-153 

"Content Protection for Recordable Media Specification DVD Boo 
k"> 'f — ^<y h<URL : http://www. 4Centity. com/> 

20 c t h''7^-rttimmm^ yi^-y ^-T^xmrn^n^tzubiz^ mm 
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wo 2004/053699 ^^jj^ ^^JP2003/015525 

o/io CSS (^^{iiii^^nfcC P PMi5j;t>'f5^MD YDtcMt--^ 
<L il {tl ^ o 

15 mmcomTTs 

±7^Ltzmm^m'^-t^fzibi,z^ z(Dmm(Dmi commit ^ mmm 
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mtBmm^m^o)m i <Dmmt^m^^x^ ^m^m^ntzm 2 (Dm 

1 ©Iffg^ ^ffl^.^T. ti/i:^ 2 ©'lf^;6^*iE^7^cj: 

o 

20 %^^mwmm(D% 1 (Dmrnti^mm^^m ^titzmz (Dmm. t izm 
-9 (Dm.^(D(i>u < <!: h—i^^n^'T-'^iskm'^m.tmM.mu^no 

^Ui^nfz^2(Dm^ti^lE^t^r-f^) y-v'a h'!7aiT@WC5 
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^ w -r T' - ^ a ^ g -e ^ ^ „ 

w 2 (Dm^-ffiE^f^mi-^^^ fzi.tr -7°') T—i/ 3 > V7 b ^ 3L7m 
25 ^n^T7°y >y-v' 3 >v-7 h 'y ^7m^<Dm 2 (Dm^^^ 



5 
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^ W-r le^s^^!!!:® X X A -e * o 

z(Dmm<Dmi 0 commit. -T'-^Ma^a^a^iB^^^sw®^ 1 
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wo 2004/053699 ^^/JP2003/015S2S 

tiz^ tEmm^m^<Dm 1 (Dmn^unLx\.^^tEmmi^^(Dm-^it 

15 2 <7)'tf^/&>^IE^7^ci:Ty y >^r-v a > V 7 h ^T@W 

^ ^ sBi^j^^^Jka X 7" A 7? * -€> o 

#{j:iB^^nTt^^Bi-^'fb$nfcT'--:^^M^-r'i»ii^$p<35i!?/j: < t 

25 IE^7^d:1i^1ttl*/-c{iT7°yy-i>3 > V "7 h O lZ(D^^A.h> 
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wo 2004/053699 'i^^ ^^JP2003/015525 

<^ J: -9 ^.i: ^^-^m^^MS^ tc: P -r -!» m^mm. ^ 'MW: t-t^<DX^ JEM (O 
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m 3 mit^ m 2 movXT^Aizfecj-^D vd k^-t y 4 j5<fct//i^x 
m 5 mi*. ^(Dmm(Dm 1 ^onsfe^^MtCck-s p c^— x©d vd> 

15 ^eiEIti. ^(7)^B^(^)^ 1 (7)11 Jl^^^ (3 ijtt^ DVD K^'T 7*4 *5 
m 8 Eti. c:<Z)^H^©B 3 (^H^ffeJf^Mtdcfc'S P C^-X(3DD VD> 

^9 mi*. z(Dmm(ow 3 ©nsfe^^Mt^iJct^D vd k^-t^m 

mi OSli. c:<^|gB.3<7)m4<7)|liB?^Mli:J:'&PC'^-X©DVD 
25 mi 1 IHfi. iit^) 4 {3 ijCt-i) DVD K^-fy 4 



9 



wo 2004/053699 ^K/JPIOOS/OISSIS 



5 m limits 6 ©Hj&feff^M {3*5 it^DVD K^-ry 4 

Bi imit^ ^<omm(om8<Dm^MBizj:sp c^-y^(Dm^7h 
^1 sEiti, z(Dmmo)m9 (Dmi^mmizj:;hP c^-7.(DR0M 

15 

m 1 0(3ibH>T. 0mn^ i t^m^itc pnum^izmmLtzDYD 

20 -R/RW. DVD-RAM^(^ie^MDVDp«7='^T*^-ro #M 

^m^it c p R um^izmu l b -i^ ^^^o u ^ - r 2 ct t>* 

25 - K-l- >iU T<Z)B C ACBurst Cutting Area) ^ /"c N B C A (Narro 
w Burst Cutting Area) t^^^ ti^J^V T izit^ p^t'-i'TIDI I 7b^ 



1 0 



wo 2004/053699 ^H/JPZOOS/OISSIS 



5 V/ y T;^#-i•*^^>^^$tl^p ptf'fTIDl 1 (i, ^T'>fT^-:S: 
IS ^ T -^^M ^ ^ 7* ^ T J. ^ - ^ - '^^j^-r 1^ {of^M ^ 
^^-So ^ T'-T T^ — ^MKB ii. ^ T'^r T + — Mt)^l3 

10 1 <z>1t^-e^-So 

LXit^ C 2 (Cryptomeria Ciphering) if^m^tl^o 

dvdp^t'^t U3t4. mf-f-fb^-r i 4 ijcttj^c c i (Cop 

15 y Control Information) 1 5 t^E^^ H^o ^mt^ ^ \ 4 

Y )]ymu-^im^n^mmm.-v^^o ecu*. ntr-y-^T. 

f-'7>x. :3 tr-7y-i|(^3tr-^j^tt^T'*-?>o 

1^:3-^5^2 1*. 7'/Wx4--2 1 . 7°a-feXMKB 2 2 . C 2_G 
20 2 3 . SLiC^^li 2 4 . C 2_E 2 5 . C 2_G 2 6 j3j:tJ?C 2_E 
C B C 2 7 (TJ^^M^^SrW-T'So ^b--^ 3 + - 3 1 . 

•7°a^rxMKB32. C2_G33. C2_D35. C 2_G 3 6 *5 

^xfc 2_DCBc 3 1 (omi^'^m^m^^o 

T'/Wx^-2 K 3 1 m^0)m.m.:^-i3. ttzitryv ^- 



1 1 



wo 2004/053699 Ji^ ^H/JPIOOS/OISSIS 



-i/ 3 V V7 h •!7iT@W©1fW-efe'So D VD^ 7=''<' T 1 7^>^^>S^ 
^nfcMKB 1 2 ^7=^/^X^-2 1 ^;6^7'a-fexMKB 2 2 {^fcH^ 

KB 1 2 ^t^/nV^.^- 3 1 i::6^'7°n-fexMKB 3 2 l^iiJl^T^^^^ 

7*n-feXMKB 2 2.32 ©^n-etllJiisH^-r , MKB 1 2 ^-t'/n' 
X^ — 2 1 . 3 1 -^^ib ^r'^ T=^--/}mti!i^n^o MKB 1 2 CDcfJ 
10 (3U3-^'2 */cl±-7'U-i^ 3 (Z)7='/NMX + -;6<AoTfcf,-r, 

^ n 56^'^ J6 ^ J6 ^ n ^ fii^j ^ If -tf a <3D ^ — isr yv ^ 

15 C 2_G 2 3 . 3 3 (i. ^ti^^ti. ;'<T'f'T + -,h7«T''fTID^ 

SLiCl^^lf (RNG : Random Number Generator) 2 4 ^ -f h )V 

_E 2 5 {iA;^$n. :$'-r h;^^ — ;6^V 7"^ TJL — — + — ■eBlf-^'fl: 
20 $n^„ ^^ritif-( 4 36^D VD^ T'^' T 1 {zifB^^tl-So 

+ -1 4 ^p<7"^TJL^-^^-t;6NX 2_D 3 5{z:#t$&$n. 

25 m-i5'*2 {3iJl^T^i. C C I i: h;i.4^-i:;6>'C 2_G 2 6 {3 
Ift^^^n. n >7">»y + -;6i^a3$ti'So 3 >x v^y + -56^C 2_E 
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wo 2004/053699 ^^/JP2003/015S25 

CBC 2 Tizmm^n^ ^V-rW^-^iii LTii>xV'y:6^H§-^ 
y U-i:' 3 (J:*5i^Ti±. CC I t^^ h;u4-«h56>^C 2_G3 6 
5 CBC 3 7{3#ti|^$n. DVDp't'^T 1 $ n/tBi^{b=i > 

7°n-fexMKB 2 2 lii J: Tr'/W X 4^ - 2 1 i: M K B 1 2 

^If. T'/^'-rx + -2 1 (Uzi-r 2 (DmiH^tzltT-rV ^-iy 3 > 
) :6>'MKB{zj;oTU5if-^$nfct4^lJ^$tl'l>o l^n-rZlt^ 

15 bxi-r2Ci. DVD^T'-rTl:6>^^7"i'TIDl 1 ^i!<J5»-. ^ 
T^ — t^lz^T^ T I D^C 2_G 2 3 izXtlL^ r^T^lz 

■itfz^^ h )]y^ — ti^C 2_E 2 5 -eBg-^-fb^tl. «^^<t^4 h JV^ — 
1 4<hLTDVDp«7"'rTl {^ia^^n-l.o ^-r h;!^^-^^ >5^> 
20 *y©C C Hf^;6^C 2_G 2 6 -e^H^^n. 3 > *y $ 

ti-So 3 vxv^y^— -^13 >-7^>*y ^c 2_e c b c 2 7 t?Bt-^<b L 

. D VD> T'^' T 1 _t(c:B§-^{b;3 >7^>'y l 3 i LT C C I 1 5 

ru---^ 3 Id J:^W^O^jli{i-c>lNTgS0Bf 'So :©^{iiMKB 1 2 
25 *DVD;^7='-fTl ^^^^^m-To 7='/n'^X^-3 1 i:MKB 1 2 ^ 



1 3 



wo 2004/053699 ^^/JP2003/01S525 

^-r h)\y^—Amm^H^o ^s^^ h;i/+-tcc i i 5 ^*^c 2_g 

2_D C B C 3 7 {cA;'7$n> 3 >x >*y^-^^^ LT. D V D p« 
T^-rT 1 i^m^-^ ntz^-^r^t^ y y y 1 3 t3^LTC 2_DC B 
C 3 7 ®?ifl[*^*fe$n-S„ Bt-f-^bn V7">»y 1 3 ;6^:^-^$ 

15 :3 V7"V'y(^^{/p^$:|^^^^- 

^RTtl/cJin V7^>»y <S:JS^-9 SoDVD K7^y4 t^i^ 

1 4 



wo 2004/053699 ^^/JP2003/015525 

DVDK7-ry4i:j^xh5 tcomtu v;s^-7ai-x 4 a-^mm 

$nTl><&o ^ 4 ati. ATAP I (AT Attachment w 

ith Packet Interface) , S C S I (Small Computer System Interfa 
5 ce) , U S B (Universal Serial Bus), I E E E (Institute of Elec 
trical and Electronics Engineers) 1 3 9 4 ^T?fe-So 

1 2 iJckO'AC C (Authentication Control Code) t^^lsbf^m^ tiX 
l^^o AC Cli. D VD K v-f 7* 4 h 5 ^ c^P^(Z)ig|iE}6^ D V D 

10 p« ^ T U:: cfc TM''d:'& J: 9 {ci-r ^/ia6(3^a6D V D ^ t'^' T 1 iz 

DVDKv^y4ti. ACCl e^DVD^T'^'Tl ;6^^M^ttii" 
„ D VD;^ T'-r T 1 ;6^^^^ttl$n/c:AC C 1 6 VD K^-T ^4 
(DAKE (Authentication and Key Exchange) 4 1 izXtJ^tl^t^ 
15 (c, h 5 ^^m^n^o v-^x h 5 ti. gttl)i-:>/-cAC C ^AK E 
5 1 icAj^-r-So AKE 4 1 43cfcr;5 1 {i> SLifT'- ^3^^ d 
L/cf§LigJ ^ A C C ©iB ^ f,^IEgjfp® Jgtz^T^j: ^fii i: /j: 

^'^y^'^ — i)^MAC (Message Authentication Code) ^M-fu «y ^ 4 
20 2 irSJ:Xf5 Zlz^ti^nm^^n^o MACmn-fu^yC^AZ^^Xf 
5 2 AKE 4 1 5 1 X'tti^^nm^titz/^ y^^-^/^^ >i 

tLX^ ^7=^'fTIDi3cfcl>VT'^' T^-yn «y i 2 ©MAC 
^w\-n-t^-yu-^XX^^o MKB t;^^^T I D ©^iferttdntegr i 

ty) ^t^:^ h 5 tmm-t^tztbizmm^tL^o 

25 MA C 4 2 *> J:t; 5 2 {3 J: o -C^n^^tlgf^ $ n/cM A C X b 

5©lt^5 3 {oi^H^Titi^$n^ W^(^^:6^*— ife-r^;6^^f •9/i>^5^>^*¥lJ^ 

1 5 



wo 2004/053699 ,^|^ ^^JP2003/015525 



X-f 'y 5^SW 1 ti^ D VD K^^ 7'4 <^D VD^ f-r T 1 (Dn^mt 

^sw '(t-^i§&®ON/'OF F ^nd i>(Ot LT^$nrv>^*^ 

> ONWit-a-t^/isX h 5 O F F ©i# 

'y ^Bt-^'fbin >-7^>»y 1 3^Bf-i-{bL. >7^>'yi|r-^^<h 

LTBi-f-{bz3 >x>^y 1 3 ^m^i-^mny'tiy ^x-^^o 

y T'^r T^^-:^^~?||^ya .y:?5 5t±. MKB 1 2^^^^T 

15 I D 5 6 ht^h:^^ 4 T-x^— + - ^tH^E^ ^^M^ 

^SWl:d^ON$n'S.o Bt-^<b/m-^^i;?^-;U5 4*^f>X^«y^S 
25 W 1 ^MUT K^-f y 4 izMLX^ Bf-^^b^ >7">'y 1 3 . m^it^ 
- 1 4 *5j;r/C C I 1 5 D VD^ 5=*^- T 1 izM 



1 6 



wo 2004/053699 ^■r/JP2003/01552S 



o 

B 3 B 2 iiic^-r^tT® p c mm.T(D d v d p« r ^fUffl 

f v'X7^A^^:i5l^T> DVD^T'^Tlt. DVDK^^^4i:. 

10 ■:^4 (ciJtUTn-^ V K^SrJUO. D V D K ^ y 4 > K L 

X h 5 t> ® (-j^^DTDVD^T'^'T \ ±<D AC Ct^iy— ■:7 
$tL. ^<?^ttl$n'i> (X7"«y 7°S 1 ) „ <^©X-r 'y 7*S 2\zis\.^X^ 
m^^^tltiAC C56^*AK E 4 1 \zXti^ti^ tm^^ h 5 ^lE 
15 B^n. >i-NX h 5 gCtm^fcAC C*^*AK E 5 1 ^XtS^fi^ 

o AKE 4 1 *J J;t;5 1 (i. ^IWcr- ^ ^^^L . il CD^C^ L fc^L^ 

i: AC c 1 6 (Dm-^-'^muwjY^omizmtii^mttji^'izy a v^^— 

LT<D/N*x + -^^^L. /N'X4^-^D VD K ^ i: X h 5 
20 ^Hijfpti, SIP® O N */i{±OFF^Mt;^{c 7" -<X^ 053:^^^(3 

25 UBiEti^f^X)]-tS Xt^ >y 3 Clfcl^T^ 4^ X h 5 D V D K V 
3^4 (zi^LT. D VD^ T'-r T 1 i6^t>OMK B (^t'^T* — 
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wo 2004/053699 ^H/JPIOOS/0 15525 



DVD K^'fy4 *^XT-'y 7°S 4 fcfcl^TM K B ©/n' >y ^#0 

DK^-f-7M{i. ^■t'^^T^ KMKB^.-tJXhS ^Mir ( x 'y 7° 
S 6 ) o MKB ^{il. v ^ - ^ LTMA C 

fii^tf-^L. MKB {3^LTMACili<l:-^t:&DL-r/-}^X b 5'\t'~:5^^ 
feil^-^'So ^^^y ^ # 0 PJi^\^<Dn'0 (DMKBy-^y ^ (Dm^^t^ DVDK 
10 ^-f 7* 4 <^)^<6».tB LSjfF^, ^T'^' 7T-r KMK B/N*«y ^©fe^tiSfP 
i*^MKB<Z)/N-'y i:'>6^fj:< fj:^^T% ^J^{^/N-.y # 1 Stm^ti!,^ 

X h 5 ^teiit $n^s-e. XT^'yysriJckt/sst^cfco t,^ 

Jl^;^h5*^DVDKv>r-/4{c:S^UTyT'^'TI D<Sr^^-r^o D 
15 VDK7-r-/4;6^'DVD^-T^^'Tl (iifBii^ nTV^ ^ ^ t*^ T I 
^^{;:^f#> Xx'y^Sl 1 {^:i5^^T. ^ 7"^- T I Dji^^^^th^ti-S 
o DVDK^-r7'4li. TtT'i'TI D^^^tii-ri^{3> 
"p^-^t LX^(DMACm^Mm-tSo D VD K^-r^M ti. Xt^ 
>y y'S 12 {^i3^,^T. ^<6^^ti$n/^l;>« •r'^ T I DlzMLXUACmm 
20 1 ^#;&D LTz-J^X h 5 ^-7=*— ^feiH-T'So 

h 5 Xlt^ D VD K^-r y 4 36^^§Ctl)^^/cMK B 1 2 iJj;r/ 
^T^'^T I D 1 I LTS^MACfii^it 
tf»L/i:MACiiii:DVD K ^ ^ 4 ;6> o t^cM A C M 

t^itw^^ 3xitm-t^o mmT^-mvtifiii^it. lEn^^MKBiscfc 

25 Zf^r^T I D^^{^®i-:,/i<!:^f£lJ^LT. X-f ^y^SWl ^ONtilia 
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wo 2004/0S3699 
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«y 7°S 1 3 {^ib^^T. h 5 ;6^D VD K^-r •7'4 {zi^LTflg 

5 4:6^B§-^{kzr VT^V-y^r^^tBL. Xx^y^'S 1 3 ^::*?^,^•r. ^^ttl 
L/cBt^'fbn > X > X h 5 iz^m^n^o 4-nX h 5 cd^t^'-c T 

J-^-'^^^—^n-Ta -y ^ 5 5 T'/'^-r X^- 5 6 i:MKB 1 2 

10 mt^^ h;b + - 1 4 > C C I 1 5 ;6^^>3 >7">*yi(r--;6^^«)^,ti'5 
„ zi >7^>'y4^-^tit LTDVD^T'-i'Tl ^>^«?^ttl ^ tl/cBf-^ 

>7">'y;{>^'^I#$n^o dvdp«7"^'T 1 {c^LTiB^^n-sn 
VT^v^yj^^Bf-^^b^ti-So 

^4 glO^n-^^l'- MoiJl^r. XT^^y-rST Ui> UKCmn 
15 -/n .y ^ 4 2 -e/-^^x4^-<§:/N'^p< i: L T^a6 ^ n/c M A C tf-^fit 
MAC?||^-/n y ^ 5 Z -e>'^'X + — v p« - ^ i: LT^i6^n 

/cMACit^iii^ ^it^f -sx-x'y M^*^*— iJci-ntf. x 

-y^ SW 1 *^Xx'y-/S T 2 (3i5i>T 0 N <h $ tL-i>o M^j6^'— g^L 
5^i:V^:^'^-e{i. X-r -y^SWl ;6^X7^'y7°ST 3 {z::tel^-COF F ^$ 

20 ^a^^^jh-T'So 

^B^(7)^ 1 (ommmm^m 5 mt^iirN-ro ^ 1 (Dm-mmmi.t^ *x b 5 

(Dm -e^^lf ^ $ nri^ >S t'>'nV X + - ^ D V D K ^ -r y 4 tJ {3 IH 

m 5 0(3i^l^T. #M^f-^4 6 >6^D VD K^-Y 4 ffl!|{z:g21t$ti7fe 

1 9 



wo 2004/053699 Jt^ ^V^JP^OOS/OISSIS 



■r^tztblz^ T'/N*>rx4^-4 6;6^Bt-^{b^J^{fDES(Data Encrypt i 
on Standard) i > :7 y 7°^ 4 7{3A;t;$^^ ^'^^^ — ■VBg-^-it^HS 
o Bt^^hT^/NV X4--*^' K^-r 7M^X >:5^-7^-X 4 a ^® U 
5 Xy^:^ h 5 ^ic^t^tl'So 

W2 ti. f§-^J?&a)0 N/0 F F LT^ $ nri^ ^i) >6^. J: 

10 X-r ^ S W 1 iilql^^tz:. O NtTJit-atiiJl^X h 5 ©^SGia 

O F F(7)^'a-{3JlNX h 5 <^)^ll*^#ihi-'S C t ^^LTl^ 
•So DE St'^ Uy^J^ 5 7(C{i. 7"/nVX + - 

^■^^nfcT'/^'f X + — T'-f T^ — — ?t^yn -y ^ 5 5 
15 {i:#t^$n. MKB 1 2<h>T'^'TI D ^t^/nVX4^-4 6 ^ ^ 

■7-^ r:j---':7^-i)mn.^ti^o mkb i 2 ^t'/nwx+-4 e 

20 ^if^^-^t^iti^ T^/N'-r X + i-T^j:*?^. D VD K^-r 4 36^y /if- 
C^^ti^ ^a*^^?il:$n^„ > T'-f Ta.c^-i?:;t^-?||^':^a 'y 5 5 

^mt^^ V )\^^— 1 4 > C C I 1 5 7&^^^ Vt^ vy^ — ;6^^«>^n 
25 ^ VT^vy^-^-f^ffl LTD VD^ T'^' T 1 2&^^.^<^•t^i$n/iBf 



2 0 



wo 2004/053699 ,^|^ ^^/JP2003/01S525 

J: t/ >; - K ( X 7^ «y y S 2 1 ) ib ^ r ^ T I D tm 1 t V ^ — y ( 
Xx«y 7°S 3 2 ) ^X*(Df&tmitt^ W 3 0l3^-r © ,h lljifit?^ ^ CDt? 

5 . 3©^a^^:-pt^T^±. mmcig^B^-r^, X7^'y7*s2 1 -et*. ac 

«y ys 2 3 (J:iDl>T, y-iNX h 5 :6^^MK B t'i' T^ — 7*n 
10 ^) ^-^y ^no (om^ih L^DVDKv^7*4 tii^^ L> D V d k ^ 
-( -r Atl^T.y'yZrs 2 4 t^ibH^TM K B /^• 'y # q <S:^^{3tT#. X 
7^'y 7°S 2 5 ^^:*Jl^T. »y # 0 7&^'^<?^tii $ tl-So XT^-y 7°S 2 6 
-e. DVD Kv^-r4 ti. MKB ^^d-m-r^{3, /N'X^-^/N-v p« 
t LXMACm^nWL^ MKB{^:^LTMAC^i^^^f^;DL/^:T' 
15 -i5'(^7"'r'7T-i'FMKB)^4^Xh5 ->.M-r o X t- 'y 7° S 2 7 
J;t>'S 2 8 {3iJ^,^T. /N°«y # 0 J^^f^)^ «9 <Z)M K B/n' -y ^'CD^^^ 

yi^:^hSi}^^7'^TID L(X7^'y7°S2 9).DVDK^ 

-Y7'4*^V7='^T I D^^^{3tTt (X7^«y7°S3 0).X7"<y-7°S 
20 3 1 iz^\,^x^ ^T*^r I DTbm^li;,^tl^o DVD K^'f ^4 Ji. 
^T'^T I D^^«6^^±J•rl^{::> ^<X4^-^/N-^^ ^: L-r^(7)MA 
Cfii^lt^L. X7^'y-7'S 3 2 (^*^l^T. ^-^ttl $ tl/c p« ^ T I D 
l;i^LTMACfiim 1 ^#:&nLT>^X h 5 ^T'—iS' ^rj^j^-T'So 
>t;X h 5 Xit^ DVD K7^':^4 *>?>^tj-|Ro fcMK B 1 2 fcJ:t>* 
25 ^T'fTIDl 1 36^^/<x4^-^/^°v^ — ^ LT^j^MACfii^Srlf 
m-r-So ft^Li^cMACfii^DVD K ^ -T ^ 4 t>gt:J-|)lo t^M A C 



2 1 



wo 2004/053699 ^^jj^ ^^/JP2003/015525 

mtt)^~miLtztjiiblt^ IELt>MKB*Jj:t>*^ T'-r T I D^^i^M-z^ 

Mizmm^^—Bi LfJit^-DtzUi^lt^ M K B J: Z>'p( 7* T I D 
^^ntziia) tm^LX^ X-f^y ^SWl ^OF F izm^Lxiskm^ 
5 ^ih^^o 

X-r >y 7°S 3 3 t^iJlNT. 4^ X h 5 ;6^' D V D K ^ 7* 4 izMLXv* 
^^-( ^^-~^m>ki-^o D VD K7-r y 4 li, t'/nVx + -4 6 

h 5 izm^ (Xt^^v y S 3 4 ) „ >-i^X h 5 tt. /N'X + -^^ffl LTD 
10 E ST'i? y 7°^ 5 7 lc:J:oT7'/'?'rx4^-^:g-i-^^, 

-^fbri >5^>'y ^^^L. Xx«y ^"S 3 6 {iiibH^-r. DVDK^'I'T' 
Ai}^m^<t=i>7^yy^m^ii!,L^ X7^«y7-S 3 5 {::*5l>T. ^^di 
L/cBt-i-{kn>T->»y;6^>i>X h Sldfe^^n^, .i^X h 5(?5p'T'f'T 
15 jL--^4^-^^yn .y ^ 5 5 TCi. t'/'<^X4^-4 6 i: M K B 1 2 
^^T'^'TI D 1 1 tlz^-^X^y'^ra.^-C^^-Tbmm.^tl^o 

20 ±j&Ltzm 1 (ommmmxit^ mrfmmm^mizm-t^mmmmx 

7«y v-o-^^ U^cDL S I (Large Scale Integrated Circuit : 

mmmmm) F^t^T^z-^-f x^-^^in^^n-So l s i i^cjdt'/nvx^ 



2 2 



wo 2004/053699 ,^|^ ^p/JPlOOS/OlSSlS 

m7mizi3\,^x. 0mn^i e a^^DVD K^-ry 4ffiij{cfaii^n 

15 4 6 at^m-^^tm^ltD E S:3i> ^ y y 4 7 {3A;t?$tl. /n'X4^- 

^'SX^ 'y ^ S W 2 ^/rLTBg#fl:7"/NV X + -®H?^fP;6>*D E S 
20 9 y •7'i$' 5 7 (.zXtl^ti^o DESv"^ b 7 /n*x^-^^ 

m^^n. T'/N'^'X^-©mi4^tP*^D E S7"r7 y riS' 5 7 {i:J;-pT^ 

#M?g^-^5 6 a^i^'T'/NV X + ~(^^i|£^H5^^t-o DE St"^ U 7'^ 
5 7 t-O^-pT^-f-^nfc-f'/'^-r X + — ©tu^SM 6 a ^:t'>'nVX^- 
25 <7)^^^5 6 a <^:/6^^■T'/^'^X + -'^^§i5 5 8 {3A;t;$tl> M^:6<'a-^ 

2 3 



wo 2004/053699 ^^/JP2003/015525 

m^^tl^ MKB 1 2 t^r^T I D aiT^/N'-f x + - 4 & ti)^h>^'r 

■i■<^:/'^S-l•^s?JL-;^ 5 4 {3^$&$n-5o Bif-^-fb^-r h 1 4 . 
5 CCI 1 5 V'f->'y + -d^^a6^n. =1 >'y^-^fgffl L 

-So 

20 ^-(o^')U-m^mumm^izmir^mmmmL^'ji^^t-r^(ox. ie 

~i>3 >V7 h •^iT:6^IE^3^C^)<7)^$n'l)©-e. DVD K^^y4 

2 4 



wo 2004/053699 [1^^ ^p[/JP2003/015S25 

. r/^^ ^^-A 6 ^DVD h'7^y iibmt>. mmn^A 

VD K^-r 7*4 {ili^lt ^nTl>^(D-e^ D VDp« T^-f T 1 J5^t»l?^$ 
n;'-cMKBi3j:t>VT'-i'T I D^Ji^X h 5 ^feMf ^: i: ^ ^ fj: 

10 X h 5 {3{ife#-r^Ct:6^7:i:< D V D ^ 7*^ T 1 t D V D K 7 -< 

DVD 7'4 (iiiStt ^>n/c^ T'f T^--^^-?||^7'n .y 

4 8 {^:jbH^T. MKB 1 2 <hy t'^' T I D i: r'/^-f X + - 4 6 
^f*^TJI.--^?+-;6^*?||^$n'&o MKB 1 2 ^7'^nVX + -4 6 

4^-^^'DE S Ji>^ U 7°^ 4 9 (z#t,^$n. /N'X + -^^ffl LXm^ 
{t^n-So Bi#{b$tlfc^ T'^' Tjl — — — h 5 ODD E St* 

Bt-^-fb^-f h;i/ + - 1 4 ^ C C I 1 "bii-^zi-y^-yv ^ — 



wo 2004/053699 ^V/JPIOOS/OISSIS 



J; t>' U — K ( X X 'y 7° S 4 1 ) i)-^ h>m^ (OUKB /-^ y ^ <D V — 

5 <^>Jg(3Mnj:'S.Mt>^j:^-fe «y i/ 3 y^-t LT<d/n'x + -*^^^$ ti<?» 
„ Xv^-y 7°S 4 3 (ZiJl^T. h 5 :d^'MK B f^-f T + — 
^) /N°.y 0 <7)^^£iJ L^D VD K 7 < ■/ 4 {-^^L. D VD 

*>'X7^'y 4 4 (cibH^TMK B/n' -y 5^ # 0 ^^^{3^t§, x 
7^'y 4 5 {ZiJV^T. /N°'y ^#0 *>*^<^tB $ tl » X >y 7° S 4 6 
10 -e. D VD Kv-f y 4 MKB <^M^ai-r^{o, /n'X^ - 7 ^ 
^ LTMAC^B>Srtf-mL. M K B {3^ LTM A C^i^#*n L/tT* 
— ^ ^4^X h 5 ^UM-t^o Xt^ «y 7°S 4 7 *5c};t/S 4 8 ^^:jbH^T. 
^'N'-y 0 J^^^f©^«9 ©MKB^N'^y i:'^^^^:, M^lh LWj^t^ m 

15 X-T^'y -rs 4 9 (3i5lAT. h 5 T^^- T -x-— ^ + - <SrM* 
■t^<b. DVD K-7-r7*4;6^*Bt-^'fl:^T'^'Ta.^-^4--^4^X h 5 
izm^ (X7"'y7*S 5 0) o ^■r'^'Ta.-— :^4^-36«Bg-^{b/^-^^ 
v'i— ;u 5 4 {z^^^ti'So XT^'y 5 1 (^:*>H^T. .i^x h 5 7b^S§ 
^itzi ^v^yy ^m^-t^ DVD K^>r y 4 ;6>'Bg-i-Yb3 >^>y 

20 ^y~KL (XT^-yT-S 5 2). Bf^fb/^^^ S;? 5 4{;:cfco 

TBg-^Ybn v-r >»y;&i^-^$n. DVDp^T'-rri {c^LTfBli^n 
^ 31 > > ;6^*B|f-^'^b ^n^o 

mi omit, ^(^mmcom A (ommmm^^.-t, m^o^nmrnm-^ 

25 8 ^D VD Y^^-Ti-bm^. ;i^X h 5 36^*7='/<^ X + - 5 6 

/i^Xh 5^^^DVD F v-f y 4 -^.•T'/'^'l' X^ — 5 6 ^-fe^ a. TtdfeiH 



2 6 



wo 2004/053699 ^^JP2003/015525 



VD K v-r 7*4 IZW^ '^tlX^^^cOX*^ D VD^ T^f T 1 d^i^ll^^ 
tifcMK B*5i:t>V T'^ T I D h 5 ^m^-t^ 1 7b^:^m t tj: 

5 -So UACmnfu^y^^ st^$n/cMAC fit <^J:b^*5<fc 

jti^ aj ;^ xmm $ n x -f >y ^ ;6^*^^ ^ ^j: » 

h 5 c^T'/^-r X^— 5 6/6^DE Sj^>^ 5 9 biz^^^ 

K^-fy4a)DEST*:J7ijy^4 9 b{cfeii||$ti. t'^^V X4^ — :6^D 
10 VD K V'T ^4 {Jlfcn>T^-^$n«i>o ^-^^ n/■cT'/^V X^ — 

D V D F^-f 7*4 lili^tt ?>tl/iy ^^4^— ?ill[7*n ^ 

4 8{c:*>%>T. MKB 1 2 t:>^7*^7 I D <*: X + - 4 6 i: 36^ ^ 

^7='^T:i---^5'+-;6^lil^$n^„ i-J^j:*3t>. MKB 1 2 ^t'/nV 
15 X^-4 6 t ^ ^ 7 ^-m-fM^ tl. ^^r^r I D I 1 

7=^^- TJ-^-^' + -:6«D E Si>:?y7'^4 9 a{o#|$&$tl. + 

XF5©DEST'i^yy^59a l^m^^tl^ LT^^ 

20 -^^n-So 

mmt^^ 1 4 . c c I 1 %t^<hziy7->'y^- 

36^^a6^n> 3 Vv^vy^-^r^ffl UTDVD^r'-fTl t^i^m^^ 
^tif^mmtuyT-yvtm^^ti. ^tz^ DVD^T'f'T 1 lii^L 



wo 2004/053699 ^jjj^ ^^JP2003/015S25 

*>ck t>* U - K (Xx 'V y S 6 1 ) Tb^i^m^ (OMK B/^y ^(DV — \f ( 

o xf- 'y 7°S 6 3 {z: *^n^T. /t;;^ h 5 ;d^'MK B (p< t'i' T + — 

ya .y ^) /N'.y C^no (DU^lhL^DYD Kv-T ^ 4 {d^^L, D V 
D K^^-:^4 :6^X7"«y7*S 6 4 {^i^H^TM K B >y # 0 ^g!<?^{3^f 
^> X7">y 7°S 6 5 {^:fe^,^T. /N-<y 0 :6^'^^ai ^ n^So Xx^y -7° 
10 S 6 6 -e. DVD 4 ti. M K B >Sr^^mi-|^{3, /N*x + -$r 

LTMACffi^tHCL. MKB{3^LTMACfiI^#;(?P 
Lfc-T-*-^ ^/ixX h 5 ^mM-t^o Tsv-y 7°S 6 7 ^J:XfS 6 8 {Jifc 
<.^T. /N°.y ^# 0 J^^f^^O (^MKB/N'^y ^5^©^^^, ^^£b Ll&f^ 

15 X-r 'y ^"S 6 9 {ziJV^T. Bf -f-fbT^/NV X 4^ - ^ 4> X h 5 D V D 
K^-ry 4 D VD K^-ry 4 {3*>n^T, ^T'>fT^--i? + 

->&^M^$4a^o X7"-y ^'S 7 0 {^iJV^T. .-fJX h 5 To- — 

-^^7^-;!:^^-^^ DVD K^-r 7*4 ^d^'Bt-^'fby -f T-X-- 
+ — <S:4^X b 5 {^jt^ (XT^-yyS 7 1 ) „ ^ ^ T ^ — i)^ 

20 Bf-^Yb/^-i-ti^i-^US 4 l3#t$&^n'So XT^'y 7'S 7 2 {;i*>HN-r 
. JtvX h 5 ;6^*Hf-^'fb:3 > > ^Ir^^-f >|, ^ . DVD K ^ 7* 4 >i>^0f 

^-fbnvxV'y^y-KL (XT^-y^'s 7 3). ^mt/m.^^^j a. 

— ;U 5 4 lij: oTBf#<bi3 Vt^ V'y36^:^-f-$n. D VD^ T'-f T 1 

25 JiiiELfc^3i3j;c/^4©^»^M-^'ti. m^mum^m\zm-t ^ 

rjl'=fV XA®— gp^J^tf ^ T-3.^-:^i|r-©?||^;&^ K v-f y 4 



2 8 



wo 2004/053699 |||^ ^^JP2003/015S25 

l^^3^^$nTl^'So M^itL s I iHizjAv'-f r^^—'!7 ^—f^^-f 

a -y ^ 4 8 A^H^^IX'So h 5 (zi'T >x h—)V^ti^ry'V ^r — 

stzibiz, w + - ® J: -9 j^j: mi'^m^mt^m izm-rs mmmm ^ 

15 -So 

^ 5 .-tJX h 5 ®> 7*^- T^ — — ^ + — til^ya i7 

6 3{j:^LT. /n-7p<-^J^B 6 A tm^^ S o \z\^fzh(DX^ S o 
/N'^^-^J'A 6 2 iJj;t>VN-^;/-^B 6 4 li. S^fii^^ J; t)^*D V D p< 

m'7(OCPRM.X\.t^ MK B <hT'/NV X^-;6>f>^ T'f T + — 
25 3 >^y + -<l:lt^-r'i.H#(3, -^J' B 6 4 •l>o W 5 



2 9 



wo 2004/053699 ^p^JP2003/015525 

{3 o T ti^fflg-r ^ „ 

h 5 izBm-t^fziblZ^ D E S Jcv^' y 7':$' 6 5 -eiin^(3?ti^ 
N* X + - T* Bi-i-^k $ n o 

■^^t^tlfzT'-^ii^DE ST^ ^)-f9 ^ 6 tJ:A;^$tL'S„ D E S T'i? 
y •TrJ' 6 6 /•?X + -^>'#t,^$ti. T'z-^^^'X^-. K 

6 2i5d;t>V\'^^-:$^B 6 4)6^^^$n^o ^.^^Mz^ 7s^- 

15 $n>MKB12i:^T'^'TI D i: t'/'^-T X + - 4 6 hJ^=7 — ^ K 

^>n. 13 vx>*y^ — ^^ffl LXZ2 yy-y^y (D^mt/'m.^tf^ts.^n 

20 -Bo 

ct t/ U - K ( X ^ 'y 7° S 8 1 ) ^ ^ 7=^ ^' T I D i: m 1 ^ U ^ - > 
(X7^'y-/S 9 2) 4l?<Z)Ma{i. i^^f <?)C P RM®Mai:|nI1i-e^ 

h(ox^ z.<n>^mzr>\^x\,-t^ m^t-iJ^B^t-'So XT^'yT'ss i-eti 

25 .AC C;6^'v-i:7 $tL, ^^tti^ti. XT^'y ys 8 2 (z:*5t>TiSiiEv6^ 



wo 2004/053699 ^tt^ ^^JP2003/01SS2S 

X7^'y-7°S 8 3 {^:^5l^T. .^nX h 5;6^MKB ( ^ t*-!- — ^ n .y 
) /N° .y # 0 (Dm^iHL ^DVDK^-ry4 {^^^ DVD K 7 

5 T^-y^S 8 5 {c:*5lNr. /N°-y ^7 # 0 d^^^aj ^ n^&o ;^7"-yrs 8 6 
D VD Kv^ ti. MKB ^^^m-r^{3, + ^ 
t LTMACfji^tf^L> MKB{o^LTMACM^'^t;()DL/-CT' 
(^T'W'^T-fKMKB) ^*:Xh5 ^m-to XT^'y •7'S 8 7 is 
J;t>'S 8 8 [Z^\.^X^ /^°'y i7 # 0 J^^^f^D^ 0 (^MKB/^°'y ^'(J!)^*^: 

4^Xh5^^T'^'TID L (X7^»y7'S8 9) . DVDKv 

^'■7*4 ^^yt'T^r I D^^^(3ff t (Xt^'V^S 9 0). Xx'y^S 
9 1 {djol^T. > T'-C T I D;6^^^|±l$n'&„ DVD F^'f -7*4 

T'-f T I D$:^<?^mt■|^^^:. m*X + -^/n°^ p« — ^ i: UT-et7)MA 
15 Cfil^tf^L. XT^'y 7°S 9 2 t^iJl^T. S!<?^ai ^ tl/c ^ t'i' T I D 
{o^UTMACfiim 1 ^HtQ LT/i^X h 5 ^7*- ^fe^M-T -So 

4^X h 5 -^fii. DVD Kv-l"/4 *>t>gltlXt:>/cMKB 1 2 i3.fct; 
^ T^-f T I D 1 1 *>^/^'X^-=lr/^°^^ - ^ ^ L T^JgM A C fit ^gf 
^-r-So ItltLfcMACfiiiiD VD F^-r •/4 7b^ ^^l^M-^ tzM A C 
20 «i<!:*^— iS:Lyi?^j:^{f, IE Ll,>MK B *> J: t>V 7*^- T I D^§Cj-|Xo 
fc^^lJ^LT. Xl''y^SWliJj:t;x>r'y^SW3 ^0N{3sg^L 

t>*^ T'^' TI D*^'^$*^$nfc^>©^i|£IJ^LT. X-r ^y ^SW l iJd: 

r/X-r«y^SW3^0FF i,zm^Lxfskm^w±-t^o 

25 X7">y7°S 9 3 ^3^%^T. .-Jn X h 5 *^*DVD K v "7* 4 IC^LTt* 
/NVX^-t/N-^y-rS'A^/^^pt-^B i:<SrM^-r-So DVD 



3 1 



wo 2004/053699 ^||^ ^^JP2003/0 15525 

(Xx«y7°S 9 4 ) „ h 5 ti. ^"''X^-^r^^ffi L T D E S •f' 

5 Xx'y7°S95 (3fcl>T. /t;Xh5/6^DVDK^-fr4 iJl^LTBg 
-^{b 3 > X > *y L . X X 'y 7° S 9 6 (3 is l^ T , D V D K ^ ^ 

4 xb^'Bi^-fb^ >x V*y ^^«?^£tJ Xx'y 7°S 9 5 ecfcl^T. ^<?^tb 
L/cBg-^>fb3 Vt^ V'y:*N%i-.X h 5 izmm^n^o JJ^X h 5 T'-f T 
^ — -^^-tt^-^^n «y :5' 6 1 -eci. X^ — 4 6 ^MK B 1 2 

10 ip« T I D 1 1 i:/N'^>t -:5^A^(Zck oTpt T'-f — — 
^mn^n^o ^LT. ^ 5=*^- Ti--t?+-7&^*Bf-^'fb/:m-^^-:^i 
-;l'6 3 {^#t$^$n. Bf#>fb:3 >7^>'y;e,N'tt-^$n. DVD ^r^T 

15 ti. p<T'^T^--^4^-?I^7*D«y i76 7^DVDK 7^7*4 tEj^^I^f 
jfx X h 5 d^'T^/^'-f X4^-5 6^/N°7>-^A6 2^/n°^^-:$^B 
6 4 <i:^it*». .tcXbS^^^DVD K^^T "/ 4 '--t'/nV X + - 5 6 is 

m 7 (Dmi^mM-^it^ ^ rJ-^-^^^^-a^-Za ^y S 7 ;6^'D 
20 VD K^-r r4 {3^^:)■f,nTV^^^^-Z?, D VD^ 7'^' T 1 *^^>B^$ 
nfcMKBi3j;t;;>< ■T'^' T I D^^X h 5 ^mM^t^ t t&n*:^^ t ^^J: 
■So MAC?t^-7*n«y ftMC^nfcMACfiiOit^iJj: 

t;itg^ai;^7-t?$iJtI$n'5X^ 'y^:6^;F^^:7^d:-S„ 
/i^ X h 5(D T*/N*-r X + — 5 6 i5 J: t//N' v^ — ^A6 2*^DES^V 
25 ^ U yiJ' 6 8 {^#t,:|^$n. /<X + -^iSi: L-rB§-^<b$n-?>» Bi-^<b 



3 2 



wo 2004/053699 ^^JP2003/01S525 

-r X + -i3cfcUVN"^ p« A;6^D VD K 7 4 lzis\,^xm^^ tl^ 

DVD Yv^-f A (C^lt ^tl/cp^T'^ TJ-^— tll^yo 
5 6 7 \Z^\,^X^ MKB12^^7='fTI D ^T'>'^-r X^ - 4 6 ^/n*^ 

-^^k^n^So Bt-^-fb^nfcT^ T'^' :5^+ — 3&^.i>X h 5 (3DD E S 

7"^:^ y -7'^ 7 1 ^-^'x^-^i^ffl UT«-^$ti'S„ 

^l&^n. m^-<t^^ 1 4 . C C I 1 5 *5cfct>V\-^pt-^7 A 

3 >x ^ — 5i>^*^J6 ^ti-So 33 Vt^ >*y 4^ — ^^f^ffl LT D V D 

vdp^t'^'t 1 izn Lxmm^ ti^ =1 > >y jbm^^t^ o 
15 ^1 eiuti. m 7 (?)iij6feff^M<^^a<z)^iiii^^-ro Acc^i^-^? 

*5 <fc t>' U — K ( X X -y 7° S 1 0 1 ) 36^ 0 ® M K B 'y (3D U — K 
(X5^-y7'S 1 0 8) I^XOytHkMlt^ ^^T<^ C P R M ^ |W|i|tt? 

20 fP<Z)jg{3M3^J:^{it^?^j:'l»-fe'y v'a — ^ LTt^/N*X + -5&^^^$n 
X-r >y-/S 1 0 3 {c:43l>T. /i^X h 5 id^MKB ( ;^ r'l' T 4^ — r 
a.y i?) /N°.y ^# 0 c^)SE^mL<^D VD F7-r7*4 t^^^L. DVD 
K^-f :^4 *^X7^«y 7'S 1 0 4 {34bn^TM K B /n* 'y ^#0 ^U^lzn 
#> Xx'y-7°S 1 0 5 {3i3l^T, /n' 'y ;7 # 0 ;6^^<?^£b $ tl^o X-r-y 
25 7°S 1 0 6 -e. DVD K^-f 7*4 (i. M K B ^^<?^m-rl^^3 , /n'x4^ 
_^ ^ LTMACfii^H-^L. MKBlz^LTMACiii* 



3 3 



wo 2004/053699 ^jjjjj^ ^^JP2003/01552S 

ii[MLtzj*—^^7i-,;z, h 5 ^mMir^o X-r 'v y S 1 0 7 isJ:XfS 1 
5 p«-:S^^>1x;^h5;6^*DVD K ^ ^ 7* 4 iiijil^o X ^T" S 1 1 0 {diJ 

l^T. Jf; X h 5 T&^V 7" ^' T-Xc:--^:^.^.-;^^^-^^^ D V D K V ^ 7* 
4{3i>H^T. :^7'^r^:=--^=^-tmn^ti^o T.^yTS 1 1 1 
{3i5^,^T, DVD K-7f -/4*<Bt-^<b^T'^'T-X--^:^-;S:4^X h 

10 ^$ti.i>o ;?.7^«y7°s l i 2 {diji^r. /-t;x h 5 ;6^Bt-^{k3 v^y 
^m^ir:hh^ DVD K^>f 7'4;6^Bt-^fb3>7">>y$:U-KL (X 
T^'y'T'S 1 1 3 ) . ^mt/m.^^V ^-}\^^ 3 J; -^TBf^ibn > 
■r >*y*^tl-^$n. D VDy T'^' T 1 (^^LTlB^^n-Sn >-7^>'y 

j^M (0 1 2 0) . mecDmmmm (m\ sm) ttzitmi conmm 



3 4 



wo 2004/053699 ^jjjj^ ^^JP2003/0 15525 

m 1 7 iit^fcHNT. mmn^ i o i m^m'^mtji^ r ^ r ^itj^l^ 

p«5"^T 1 0 1 EKB 1 1 U ^^itr^ 7.^=¥-Em (K d 

5 ) 1 1 2 ^ Bi-^'fb:^ >x >»y 1 1 3 > r-< ID 1 14 ^^Xfj-^ 
•y h +-:ij^fflfitV u 1 1 5 /6^f2ii $ nr O ^ „ B 1 7 mx^it^ =tBl§ 

LTi^-Si^n H^-i-fi: n > X V 'y 1 1 zizmrnvrcc I m^m^nx 

1^-5 co^i. ±^liL/c:B 1 ~ll7 0|lilfeff^^^J;t{f^3©||Jfe?^fli|5l 

o 

E KB 1 1 Ui. ^T'^'^'-l' X^-d^LT^ 7=*^ T^-Km^m^ 
15 p« T'^' T^-Km{±. ^ f^-r T#{3@^©^tt$g-e^'l.o E K B <7) 

20 f X^'^^-Em (Kd) 1 1 2 ti. ^ T'-f T4^-KmT?7'^ X ^- 
K d ^Bg^fbL/cBt-^Ykli-e. ^T'^rTl 0 Ucia^^tlTl^^o Bt 
■i-fbT'f X i:^^ — Em (K d) 1 1 2 (i. K ^ ^ ^ 1 0 4 {ziJl^T. 



3 5 



wo 2004/053699 ^^JP2003/015525 



mmv u 1 1 5 ti. Tj^x h 1 0 5 (3iDl^rB§-^>^^:I3 >x v»y 1 1 3 

o 

r'-rX^IDl 1 4i±. >/N°^(3M^d: -€> I D-e^^„ ^ 3 tDll 

oEKB 1 1 1 tlzm-^l^r^'T^r^-Kmtl^m^tL^. yr'^'T 
15 ^-Kmiy-T'i'T 1 0 1 7&^?#oHg-f-{b7"^X^4^-Em (Kd) 1 
1 2 tl,zm'^\.^X'r-^ 7.^^-Kdtm<^n^o v^^ ^-Kd t 
T'-f X ^ I D 1 14 ^{c:S-pH>-rai>'v:^>f »y K + e ^S^ff^n-S 

o 

20 H-efe JiV^T'^' «y K#~K e to. — ^y h + -^^ffliiS V u 

>^yy^-iz:mm-t^o 

25 «IU{-AKE 1 4 1 fccfct/1 5 1 cfc 'l>^^|jE;6>Vj: $ tl^ „ ISII^^'J^g 



3 6 



wo 2004/053699 ^|||^ ^^JP2003/015525 

AKE 1 4 1 is^Xf 1 5 1 (D<}>tj:< t t~l5izM LxmUizm^-t S 

F^'f 7* 1 0 4 ■Vl,t. Tt-T^'fTl 0 1>6^^>EKB ^M^lH L> K v 
-f 7' 1 0 4 tJ:'^$^-r'i»o ^T'^T 1 0 1 ;6>t>CDEKB i:T'/NVX4^- 
5 146*^K^'l'yiO 4 <7)7°a-feXEKB 1 2 aTtHSE^n. ^5=^^ 

10 K7-f 7'1 0 4>6^Bg-^{kT'^'Xi7 4^-Em ( K d ) ^ > T^-f T 1 0 
1 J6^^^<?^m AE S_D 1 2 3 {zfeiNT^ ;^7'^'T + -Km{::cl: 
^Tt'^' X^+-K d7^>^'^^$n^„ A E S (Advanced Encryption S 
tandard)J±. ^Mi^mt^DE S {-f^^D -Sff H/^Bt-^^k^im^ LXUm 

15 $ ^{j:. K7-f 7* 1 0 4 {i. ^ 7"^- T 1 0 1 z&^t.T'f X I d 1 1 
5 ^^^i±l L> AES_G 1 4 8{z:ibn>T^ ^ ^ 7^"? I D^t'-tX^J^ 

K-7-r7*104.h/-i^Xhl05 <^)|SliE/6^'^7 L . f^T.^—if^m h tL 
Xl.^St^'bit^ 4^ X h 1 0 5Tb^h"7^y I 0 4 LT V^T* -y 
20 K + -Ke©fej!^^M^i-<S„ 

K^-m 04*M>:$^-7a:-xi 04a ^ilfe LT/I^X F 1 0 
5 IzMLXK e ^Ir^^H-r'i.l^t::. A E S > U 7° 1 4 9 {cit/n'X 
J; 0 K e ^Bf-^fk-T'So JttX h 1 0 5 ti. A E S ^ 7*^ 1 
5 9 lzj:^xm-^tn^^> K e ^tf-Bo AE S ji> ^ U 7'^ 1 4 8 i3 
25 J^t/AES-T*^ U7°^ 1 4 9{i. ^J;ttfC B C (Cipher Block Chaini 
ng)^- K(^)^S^^f do 



3 7 



wo 2004/053699 |||^ ^^JP2003/015525 

;^ h 1 0 5 li, m^liiLfz\,^m^<tJ--y h<DJ.:=.-j V^-^f^miM 
Vull5^K^-l'7M04 ^^<bm^lh-to AE S_G 1 5 8 lz^\,> 
JLy^v"^ y K4^-K e ^^-^y b ^-ii^fflfil V u ^ t>:x^ 

/i^X h 1 0 5 {d:. L/il^Bt-^fb^ >7=- >^y 1 1 3 't'®Bg-§-'fb 

.i-sX h 1 0 a,-)\y\ 5 4^i:iDl^-r. p-T-^Bf-^ 

10 -fb^^-y b<^)^^'y h^-KuT^-^^n-So 

■r-l^o ^ 9 ©^lifeff^mti. ROM^-rycDpf T'^' T 1 1 0^J;ii^RO 

15 v^'So *X h 1 0 B§-f->fbc7)^a>6^^^^;^cS: 0 . ^g-f-^i^oL — 

;H 6 0 *^'^ffl$n^„ ■T"^' T 1 1 0 36^^^^£ti$tl/iBt-^'fbn > 

ROMi5'^7°(^p< T^'-r T 1 1 0 (D^^-^l.^^ ^ T'^f T^-Kmi> cfc 
20 t/T'-i'X^ + -Kd;6^3>-r>^y#{c:@W<Z>IHf^-e*'S, #3>7" 
>'y{i. 1 *fcli^l&<DBt-^{bJL-«y b*^^>^^$n^„ 
:^'r^7\ 10 ±(i:j^>^T'^ -y K^-:i^fiiV e m^U^n^. 

-7 ar b bv^x b<S::^#L/cT'^x^ilM*/2:tiT'-f Xi?JlM*^^«^ 



3 8 



wo 2004/053699 ^^JP2003/01SS25 

m^II{3AKE 1 4 liJcfct/l 5 Hz^:^mUt^U-^n^ ^^y^^-7b^± 
^^tiSo m^li!,^titzEKB t'T^^^ 1 4 6 K^-r y 1 0 

4<Z)7'n^XEKB 1 2 2 ^ t'-t T^-Km>6^'mm i U 

;K-i7^2ia>6^Vj:$n'l>o ^ LT. AE S_D 1 2 3 {;ifcn>T. ^ 5"^- 
10 T + -Km{c J; -pTT'-r X :^ + -K d:*^^I-l-$n^o AES 
_G 1 4 8 {^j^H^T. jLV/^^-r'-f K + e HJ^n^tl^o 

AE S Ji> U 7°^ 1 4 9 tJiT/N^X^-tz J; 0 K e ib^^^^t^tl^ 
o ^^^x b 1 0 5 AE ST'i? U 7°^ 1 5 9 {c: J: o T^-^^^f K 

e ^n^o 

15 /-t:X b 1 0 5 ti. ^-^tiJ Lfcl^9t•#'^b-x— .y h ©jx^.y h 4^-:^^ 
fflfiiV ul 1 5^K^-r7*l 04 ij-^i^m^ih AE S_G 15 8 1^ 

tJ^X b 1 0 5 >6^'^^ L/iBg-^'fb-i— «y h (D-k ^ 9 tf^yi^T. h 1 

0 b (Dm.^'^v zu—)v \ 6 0{j:i5i>T. m-t^^mtJ-=^^y h(DJ.z=. 

20 -y b4^-Kut?:S-^$n^„ 

3 © ^ 0^ t± . m^mf^m^m m j§g^if is * * 

3 9 



wo 2004/053699 ^^JP2003/015525 

10 J:r?-r. V 7 h iT© 'J >N'-XJc>i;?c^T U >:r(^ct -SlSllfi^^i- 
-e^ -So 

*fc. Jh^!iLfci54B^{ci3V>T{i:, mffmmm^m t LX C P RM is 
25 J:t;CPRM^^?ftL/c:^J^^tffc;6^ C P R MJ^i^fc^^fF^^^K 

4 0 



wo 2004/053699 ^|||||^ ^^JP2003/01S525 

-^^m^i^(D^m^^n^ :i t^MM-t^ =b(Dxi,ttji\,>o m^itm^ 
5 y \f zi. - ^ tm^-y ihti^mm^f^i.tW'itmti "7 iy 7.7- \^x h 



4 1 



wo 2004/053699 ^jjjj^ ^p^JP2003/015525 

mm tmm ^n^ t . 

2. li^<^l5H 1 {dipV^T. 

3. ^^©ISH 1 {;:i^H^■r> 

(om 1 (ommt^m^^x^ mm^m^ntzmz ommTb^iE^tjim^m 

4. ^^<^)iiffl 3 {z:fcH>T^ 

5. fi^©|6H Uc^n^T. 



4 2 



wo 2004/053699 ^jj^ ^^JP2003/01SS25 

h^m\^^x^ ^m^m^tifz^ 2 commit'^iE^i-jim^i^^t.fzitr'f 

20 7. ^^(7>igH 6 t3i5^,^■r> 

Bi-^ik ^ n/i±iBB 2 <z)if ^ >s: m.^-t s m^^m. ^m-t^ ib^:^^ 

25 2 (^'If^g^Wr-S ^ IB^^#:@W(^m 1 c^'lf LTV^ 

iB$il®#-N® Bg-^>fb$ n/cT'- <^|B^i5<fc t>'±lBlBi^^#:{i:fB^ 



4 3 



wo 2004/053699 



'JP2003/01S525 



t 



11. fi^(^)|IH 1 0 (iiiDi^T. 



12. M^(7)|gH 8 Ciiol^T. 



4 4 



wo 2004/053699 ^WJP2003/015525 



±M^m% \z.i^m^Mz.%i(D mm, ^6^* je ^ m ^ ^ {± t r u 

14. a^<^$gH 1 3 {3j^^,^r. 
±13^ 2 ® If ^ ^ Bt-^^b L Tim ^ T*- ^ ^a^So 

1 5. lB^^g#:SWt^0 1 (^^It^^^^^f Lr^,^^iali^#-^<7)Bi-^ 



4 5 



wo 2004/053699 ^||^ ^^JP2003/015525 

16. M^OlgH 1 5 

1 7 . M^Oliffl 1 5 {z:ibH^T. 

-^^^n-s^i^m^ii^^/itiTyy y-i/3 h -^^.tsw® 

$ n ±fBII 2 jf ^ >6^iE ^ ni: * /c: ti T 7* y y - 3 
>V7 b '>3.T@^(Dlt|g-^^fd:i,^^'^{3y .ii^-i/a >^^f-9 y 
i:'^S^^Wr'S±IBiB^:^^^a{3^LT. JifBT'-^S^^a^g;^^ 
±IB*&^?fP{3li&M$n/c:B 2 c^lf^^JS^IB^W^Mai/XT^Ao 
25 19. :^iE7^d:m^li^^^^fl:-t-S/-ci6<^m 1 Olffgch. 3>7^> 



4 6 



wo 2004/053699 ^|||^ ^^JP2003/015S25 

iH^ 1 (Dmm. ±iBB4 ©tffg. ±mm z (Dmmi^^xf±t^mw\'r- 

15 2 0. W^OIeH 1 9 {^ibH>T. 

20 If ^ t ^^rit L T±IBt'- ^ ^H^St::?!! jU f ^ >t> ^IHt^Hg-^^b^HS 



4 7 



wo 2004/053699 



m 



fJP2003/015525 



±mmmm^mmt-^i^^ifm'otz±mm 3 omnt. m^^ntz±. 



4 8 




1/19 




2/19 




3/19 



wo 2004/053699 ,^|||||^ ^^JP2003/0 15525 




4m 



NO 



ST3 



C END ^ 




4/19 




5/19 




6/19 




7/19 




8/19 




9/19 




10/19 




11/19 




12/19 




13/19 




14/19 




15/19 




16/19 




17/19 




18/19 



wo 2004/053699 ,|||^ . ||^JP2003/015S25 



ST1 MACEiMmt)^-^? 
ST 2 X^y^'^ON 
ST3 7.^y5^^0FF 

I DVD^5^-f7 2 U=l-5^ 3 

4 DVDK^-f:/ 4a ^>S-y^-7. 5 h 

II j^^T^-f^lD 12 pt7^^:P4i_:rp.v^(MKB) 
13 m^it^y^yv 4 2 . 5 2 UAcmMzfuvo 

4 6 7^/^;^ + - 4 6a 7^A<;^=^-(DHir¥gP 

47 DESx>^«J ^f^' 

4 8 p^T^-r 7iL--i7=t^->l^:rp .;/t:7 

4 9 , 4 9 a DESJLy^iJzfs 

4 9b DEST^t^'J^^tS' 5 3 UAC^itnf^itn 

5 4 mmt/m^'^=yo.-)\. 

5 5 ^x-f 73.~-i7=t^— )^3i::rp .y:i7 

5 6a 7^/\*<;i=t^-(D^^gp 5 7 DEST^t^U^tS' 

5 8 T^/K-r X=^--a-fiJc^ 5 9 , 5 9 a D E S T^t^? "J 

6 1 )^=T 7=L--':p^-^m.yuv<p 

6 2 6 3 ^^it/m.^=Ei> ol- )\y 

64 /t^;'t-5'B 65 DESx>t7'j:^57 

6 6 D E 'J ZfS 

101 -(7 104 io5 ,rx^i- 

111 EKB 112 m^itv"^ 

1 1 3 mmt^>^>y 1 1 4 ^^^O I D 

1 1 5 h + -^J?gffifii 1 1 6 X>^5F^^' «/ K=l^-^fiefii 



19/19 



